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Training Outline with Learning Outcomes 

Disinformation on social media for 14-16 years old and their parents/grandparents 
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Note to users of this Training Outline 

• Content will take into consideration, as much as possible, background of participants, age group interests, and 
types of platforms they use which is to be discovered in the pre-training survey, or according to the judgement of 
trainers. 
 

• Trainers can decide when to conduct the pre-training survey. It could be done during registration or as a class 
activity at the start of the first session. 
 

• There are 3 modules in total and trainers can decide how to break up the outline into separate sessions. For 
example, Module 1 and part of Module 2 can be taught in a single session with breaks in between. Final assignment 
can be held on a separate day too.  
 

• Flexibility and adaptation of this training outline, with the expertise and judgement of trainers and feedback from 
students will help to make the experience more memorable and effective. 
 

• Users can refer to the toolkit which will be made available at a later date. 
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After ten hours of training (5 individually and 5 jointly), each participant will be able to answer the following: 

• What is disinformation? How many types of disinformation are out there? 

• How do I detect what is real and what is false on Facebook or Twitter? 

• Which practical tools can I use to distinguish information from propaganda?  

• How can I learn to pay more attention and practice critical thinking skills? 

• Why, in fact, is disinformation published online? Who benefits from it?  

• And how does it affect my life? 

 

Training Objective - The ultimate objective is to raise awareness about disinformation on social media and teach which 
steps are necessary to respond responsibly. Participants will, therefore, acquire a general knowledge and basic skills to 
deal with disinformation when they are on social media. 

Learning Outcome 1 – Understand what is disinformation 

Learning Outcome 2 – Understand how social media make money and why disinformation is vastly present on social 
media 

Learning Outcome 3 – Understand how to recognise and react to disinformation 
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Focus  

1) Provide general information in order to identify and frame the issue, in order to enable an understanding and 
recognition of disinformation on social media 

2) Raise awareness on why disinformation is published online to intentionally mislead users 

3) Readiness to take appropriate action when encountering disinformation 

 

Participants therefore will be able of the following: 

1.0 I can explain the difference between information and disinformation 

1.1  I can identify the types of misleading news 

2.1 I understand the consequences of believing and sharing false information for the society and for myself 

2.2 I understand the reasons why disinformation is published with the intention to mislead me 

2.3 I know there are some political or commercial interests that try to affect my behavior online 

2.4 I have a general idea about how algorithms affect what we see online 

3.1 I understand what are some examples of credible sources of information 

3.2 I know how to check information and I know the changes in the media landscape 

3.3 I know how to defend from threats and risks on social media 

3.4 I know what I can do to be a positive and responsible player on social media 
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Module 1: What is disinformation 

Class size: 20 people 

Note: If all 20 participants are senior citizens, we suggest breaking the class into 2 groups i.e. 2 separate classes  

 

Any prior learning needed: 

It is necessary for the participants to have some media literacy skills, so that they have had experience of navigating and 
interacting with the media.  

 

Pre-lesson activity/consultation 

Participants to fill in a survey to know which level of fake news awareness they are at, as well as which social media 
platforms they use. During registration, they would also indicate their age, language skills, interests and other skills.  

Counselling on training objectives and simplified outline, so that they know what they are signing up for. 

Find out about participants’ expectations, to be juxtaposed against the feedback collected at the end of training 

 

 

Learning Outcomes: 

1.0 I can explain the difference between information and disinformation 

1.1 I can identify the types of misleading news 
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Activity + Duration Description Suggested resources and materials Learning 
Outcomes 

Introduction (5-10 
minutes) 
 
 

Go through training objectives and 
objectives of the current session 

Simple slides/handouts/checklists 
 

 

On Definitions (10 
minutes) 
 

First, ask the participants to share 
their own ideas/definition of the 
two terms: information vs 
disinformation 
 
Provide definition of information 
and disinformation, placing 
emphasis on the intention. This 
helps to break into the next activity. 
 
Engage participants in sharing their 
own experiences 
 

Simple slides/handouts/checklists 
 
 
 
https://www.coe.int/en/web/freedom-
expression/information-disorder (for 
trainers to know and be informed, no 
obligation to teach in class) 
 

1.0 
I can explain 
the difference 
between 
information 
and 
disinformation 
 

Explore types of 
misleading news (30 
minutes) 
 

Trainer go through with participants 
the types of misleading news using 
the infographic.  
Ask open-ended questions and 
where possible 

Infographic or alternate resource 
Beyond ‘Fake News’ 10 Types of 
Misleading News (not available in all 
languages) 
Trainers can adapt/simplify the 
resource if needed 
 

1.1  
I can identify 
the types of 
misleading 
news 
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Matching - 
Consolidate what 
has been 
learned/taught (30 
minutes) 

Pair work 
 
Students work in pairs to match the 
news to the corresponding category 
 
Trainers to check with class 
altogether after and explain why 
certain news fall into certain 
category, if necessary 
 
Participants can talk freely about 
their experiences  

PowerPoint slides with types of 
misleading news seen on social media 
platforms 
 
N.B. It is recommended to use 
different examples of misleading news 
with each target group (youth/adults), 
based on their interests 
 
Can be in the form of handouts so 
participants can see clearer and in case 
of technical glitches 
 

Assessment 

Feedback 5-10mins Trainer to make sure that everyone 
gets a chance to express their views. 

Writing paper to take notes if 
necessary 

 

 

Total of 90 minutes 
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Module 2: How social media make money and why disinformation and propaganda are vastly present 
on social media 

Class size: 20 people 

Any prior learning needed: 

It is necessary for the participants to have some media literacy skills, so that they have had experience of navigating and 
interacting with the media.  

Learning Outcomes: 

2.1 I understand the consequences of believing and sharing false information for the society and for myself 

2.2 I understand the reasons why disinformation is published with the intention to mislead me 

2.3 I know there are some political or commercial interests that try to affect my behavior online 

2.4 I have a general idea about how algorithms affect what we see online 

 

Activity + 
Duration 

Description Suggested Resources and materials Learning 
Outcomes 

Introduction (10 
minutes) 
 

Recap Module 1 and go briefly through 
the LOs of the present session 
 

Simple slides/handouts/checklists 
 

 

Video and 
Discussion (40 
minutes) 
 

Shows in a much lighter way the 
consequences of believing false 
information.  

Laptop and Projector/ PCs 
How to become a TripAdvisor’s #1 
Fake Restaurant (Youtube video of 
18’) 
 

2.1  
I understand 
the 
consequences 
of believing 
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In this case, a fake restaurant that 
became the number one on a well-
known site.  
 
Participants to describe how they feel 
and share their thoughts. 
What happens when people believe 
false information? 
Extrapolate to a bigger scale and outside 
of the “restaurant” in next activity 

What is it about: Journalist decides to 
make his house (The Shed) #1 
restaurant in London and (actually!) 
succeeds. 
Fake website, fake social media 
accounts, creates fake menu 
 
ALTERNATE: can replace with other 
videos of similar lengths to introduce 
the topic.  

and sharing 
false 
information 
for a society 
and myself 
 
Sub-question: 
Why do 
people 
believe false 
information? 

Discussion (30 
minutes) 
 
An Extension of 
previous activity 

Trainer to expand the discussion to 
other forms/examples of false 
information. Can ask students to discuss 
in pairs some of the consequences, 
based on imaginary scenarios or real-life 
examples  
 
What are some consequences of 
believing these “misleading news”?  
Show how and why some people post 
fake news 
 
Participants to describe how they feel 
and share their thoughts. Draw the link 
between emotions and 
“disinformation”, that those which 
provoke emotions get spread faster 

With the use of a laptop and 
projector, share with students some 
current/well known examples 
eg. Pizzagate, Political interests with 
misleading content (Pope Francis 
Shocks World, Endorses Donald Trump 
for President),  
 
https://www.stopfake.org/en/main/ 
 
Disinformation, hate speech, genocide 
https://www.nytimes.com/2018/10/1
5/technology/myanmar-facebook-
genocide.html 
Commercial interests with misleading 
content (eg. Elon Musk to quit Tesla) 

2,1 and 2,2 
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Trainer to select suitable examples 
within their context 

Break 10 mins  
 

 

Interactive 
activity / 
discussion 
 
Suggestion 1:  
Trainer explains 
game and 
objectives 5 mins 
Play the game for 
20 mins, followed 
by 20 mins of 
discussion 
 
 
Suggestion 2:  
Trainer introduce 
website and 
activity, choose at 
least 2 articles 
depending on 
collective 
progress of class.  
(15 minutes) 

Reasons why some people post fake 
news and how they do so 
 
After participants have played the game, 
trainers to go through the different 
aspects as illustrated in the game info 
sheet.  
Ask participants to share their thoughts, 
and if they have encountered on varying 
scales, similar occurrences in the world 
around them. 
 
Draw understanding that posts go viral 
because they feed on our emotions 
 
ALTERNATE Activity Trainer shows the 
website or relevant articles. Group has 
to discuss and decide which of them are 
designed to affect people’s behavior 
online for political or economic reasons.  
Groups will report their choices and also 
describe the emotions they 
experienced: shock, fear, change of 
political beliefs etc. 

Play “Get bad news” game  
20 mins max with guidance from 
trainer. 
Accessible on mobile phone 
Available in the following languages: 
Czech, Dutch, German, Greek, 
Esperanto, Polish, Romanian, Serbian, 
Slovenian, Swedish, Bosnia and 
Moldova.  
http://getbadnews.com/wp-
content/uploads/2019/03/Bad-News-
Game-info-sheet-for-educators-
English.pdf 
 
 
ALTERNATE Activity  
using a website with examples of 
disinformation 
(http://factitious.augamestudio.com/
#/) the class will discuss the articles.  
Trainers can also make their own 
selection of disinformation examples 
seen on social media and beyond 

2.2  
I understand 
the reasons 
why 
disinformatio
n is published 
with the 
intention to 
mislead me 
 
 
 
 
 
 
 
2.3 I know 
there are 
some political 
or 
commercial 
interests that 
try to affect 
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Group work and 
discussion  
(25 minutes) 
 

 
Draw understanding that posts go viral 
because they feed on our emotions 

Video or Slides to explain further if 
necessary 
 
 

my behavior 
online 
 
 

Money Trail 
 
30 minutes 

Trainer to illustrate first an example, and 
work together as a class to find the 
source of funding for a 
report/article/post, and deduce the true 
purpose. 
 
Pair or Groupwork 
Participants try to do the above tasks  
 
Share their findings after with class. 
Participants can also use as an example 
any famous web celebrities or 
personalities they follow online and 
think about their sources of income  
(Critical Thinking: What does the person 
posting the content gain? How do they 
do it?) 

Internet access, PC /tablet/phone 
 
Trainers to select suitable content  
Eg. Instagram influencers, youtubers, 
advertising driven 
 
Suggested resource:  
(https://www.youtube.com/watch?v=
BBPliYY2XN8) 8 min video on “How 
social media influencers use their 
followers to cash in” 
 
 

2.3 I know 
there are 
some political 
or 
commercial 
interests that 
try to affect 
my behavior 
online 
 
Note: 
Participants 
will know of 
some ways 
how people 
can make 
money on 
social media 
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What is an 
algorithm? 
 
Open Discussion 
 
30 minutes 
 

Trainers explain to participants in simple 
language what an algorithm is  
 
Analogies to daily life 
and examples of how algorithms affects 
what they see online. Can also talk 
about “filter bubble”. 

Videos and Slides 2.4 I have a 
general idea 
about how 
algorithms 
affect what 
we see online 
 

Feedback 
 
10 mins 

 

 

Total: At least 3.5 hours  

Note: Lesson on Algorithm can be done in the mixed group so that it will be 5 hours.  

 

Additional resources for trainers to familiarize with topic if needed: 

https://www.youtube.com/watch?v=e_WfC8HwVB8&t=38s   4 min video by University of Washington on Algorithms 

https://www.youtube.com/user/Simplilearn Various videos on technology 

https://www.youtube.com/channel/UCX6b17PVsYBQ0ip5gyeme-Q Crash Course navigating digital information  

https://sproutsocial.com/insights/social-media-algorithms/  

https://www.khanacademy.org/computing/computer-science/algorithms/intro-to-algorithms/v/what-are-algorithms 

https://www.tynker.com/blog/articles/ideas-and-tips/how-to-explain-algorithms-to-kids/ 

https://kids.kiddle.co/Algorithm 



14 
This project is co-funded by Preparatory action “Media literacy for all” of the European Commission DG CNECT. Grant Agreement: LC-01249049 

Module 3: How to recognize and react to disinformation  

Total Duration: at least 5 hours  

Class size: 20 people in each class (i.e. 10 youths and 10 parent/grandparent) 

Any prior learning needed: 

It is necessary for the participants to have some media literacy skills, so that they have had experience of navigating and 
interacting with the media.  

Learning Outcomes: 

3.1 I understand what are some examples of credible sources of information 

3.2 I know how to check information and I know the changes in the media landscape 

3.3 I know how to defend from threats and risks on social media 

3.4 I know what I can do to be a positive and responsible player on social media 

Activity + 
Duration 

Description Suggested Resources and materials Learning 
Outcomes 

Introduction 
(10 minutes) 
 

Go through the objectives of the session. 
Recap of Module 1 and 2 
 

Simple slides/handouts/checklists 
 

 

Class Sharing 
on credible 
sources of 
information 
(25 mins) 
 

Participants share where they get their 
news/information from. 
 
Trainers share some useful and trustworthy 
sites/sources of information. Could be 

Trainer can write down on the 
board these sources to help 
participants collate and keep track. 
Possible to include other means of 
taking notes. Eg. Laptop and 
projecting on screen, distributing a 

3.1 I 
understand 
what are some 
examples of 
credible 
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interesting for each age group to find out 
about each other’s sources of information. 
 
Could be interesting to have the list on hand 
so after going through the “Check 
information” exercise, everyone can review 
the list again to understand what constitutes 
a trustworthy source. 

small plain booklet for participants 
to take notes during the whole 
training 
 

sources of 
information 
 

Changes in 
the media 
landscape (20 
minutes) 
 

This class sharing exercise helps to break 
into the LO 3.2 on knowing how media 
landscape has changed to eg. Print forms to 
digital platforms in recent years. 
Highlight that disinformation is not 
something new, but is fueled by new 
technologies.  

Board, laptop or writing materials 
 
Slides/handouts 

3.2 I know the 
changes in the 
media 
landscape 
 

How to check 
information 
(at least 60 
minutes) 
 
 
 
 
 
 

How to spot fake news 
Trainers go through the infographic  
- Asking questions based on each criterion 
- Also include “Check the image”, doing 

reverse image search using eg. 
https://tineye.com/ 

- Trainers do a few examples together with 
the class, using the different criteria on 
the infographic 

- Sharing existing fact-checking 
organizations (refer to resources list) 
 

Infographic from IFLA  
https://www.ifla.org/publications/
node/11174 
Available in 41 languages, including 
languages of countries where the 
pilot training is to be conducted (Or 
use alternate material) 
Handouts or slides with a mixture 
of news articles, social media posts 
etc. that is a mixture of information 
vs disinformation. 
 

3.2 I know how 
to check 
information 
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Groupwork: Students to identify within their 
groups which is which and present after. 

Break 15 
minutes 

 

Identifying 
threats 
 
 
30 mins 
 
 
How to 
defend 
yourself 
 
30 mins 

What are some threats and risks on social 
media? (National scale vs Individual scale) 
Brainstorm as a class or in groups on the 
above question. Then share with the class. 
Trainer can use videos or slides to explain 
further. 
 
Trainers go through some of the relatable 
points in the document where advertising 
revenue, reporting disinformation and 
empowerment is concerned 
 
Participants can make a poster/list together 
as a class on General Guidelines: Defend and 
Advance (combine discussion points from 
3.3 and 3.4) 

Slides/videos/handouts 
 
 
 
 
 
 
Slides/videos/handouts 
EU action plan and Code of Practice 
on Disinformation available online. 
Trainers can select some points and 
explain in simple language. 
 
 
Writing materials 

3.3 I know how 
to defend from 
threats and 
risks on social 
media 
 

Awareness 
raising  
 
30 mins 

To be empowered instead of rejecting news 
and information sources altogether 
Understand that ‘fake news’ has become an 
emotional, weaponized term to undermine 
and discredit journalism 
How to use skills learned in this workshop to 
benefit daily life, make informed choices 

Slides/videos/handouts 
 

3.4 I know what 
I can do to be a 
positive and 
responsible 
player on social 
media 
 

Total: 3.5 hours 
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Additional resources for trainers to familiarize with topic if needed: 

 

Online Safety 

https://www.webwise.ie/safer-internet-day/safer-internet-day-presentation/ 

Threats and Risks of Online Disinformation 

https://ec.europa.eu/digital-single-market/en/tackling-online-disinformation 

Threats in Social Media  

https://www2.deloitte.com/content/dam/Deloitte/sg/Documents/risk/sea-risk-cyber-101-part9.pdf 

Study on media literacy and online empowerment issues raised by algorithm-driven media services 

https://ec.europa.eu/digital-single-market/en/news/study-media-literacy-and-online-empowerment-issues-raised-
algorithm-driven-media-services-smart 

Webinar by Lie Detectors on Tackling Disinformation Face to Face 

https://www.youtube.com/watch?v=V01HqmNOUbY&feature=youtu.be 
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Final Assignment/Evaluation 

Activity + 
Duration 

Description Suggested Resources and materials Learning 
Outcomes 

Suggestion 1 
Family style 
Game show 
 
 
 
 
 
 
 
 
 
 
 
 
Suggestion 2 
Kahoot / 
Learningapps.org 
Quiz 
1 hour 

Trainer to host a Game Show, putting 
each family against each other in a 
playoffs manner. Eg. Jeopardy, Pyramid 
game  
Content can differ but should cover most 
of the important learning points in the 
training.  
Families can also create 1 true news and 1 
untrue breaking news before the day 
itself, and give to trainer, to be 
incorporated into a special round of the 
game show. Let contestants decide true 
or false. Alternatively, it can be part of a 
class activity in previous sessions. 
 
Everyone participates at the same time 
and results in real-time.  
Trainer can go through two rounds 
depending on crowd response 

Projector, Screen, materials to stage 
the “Game Show” 
 
 
 
Project, Screen, App pre-installed on 
participants’ screen. 
 
 
 
 
 
 
 
 
Create quiz on kahoot before lesson, 
and with test questions to make sure 
everyone understands  
Learningapps.org is also useful to 
include comments 

Assessment 

Feedback and 
Closing 
30 minutes 

Trainer to lead the discussion Questionnaire handouts  

Total: 90 minutes 


